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WHY ARE WE TEACHING THIS? 

5 Pillars of IO: 
- OPSEC 
- MILDEC 
- MISO 
- EW 
- CNO 

The next major conflict will start in cyberspace 
- Whether we recognize the signs is another matter 
- Recent conflicts have already shown the importance of CNO (Russia/Georgia) 
- Think China will make a move on Taiwan without bringing down their communications 

networks? 

As IW officers (or IDC) - we are expected to know and understand 
CNO and communicate with decision makers 
Recently announced plans from Command in Chief and Pentagon 
officials emphasize cyber space operations 
Basic 1810/IDC quals are a good foundation, but CO/XO want you to 
know more about CNO 
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Course Overview 

Wednesday, April 11th 
Location: 0PS2B 
2B4118-1 

Time 
0730-0900 

0900-1000 

1000-1100 
1100-1200 
1200-1300 
1300-1400 
1430-1500 

Topic 
CNO Intro/ TAO Overview 

Analysis 

EAO 
Lunch 
lOD/Scanning 
DNT 
TAO Brief/Tour 

Briefer 
LTU •M/CTNl 
CTNl / CTN2 

CTN1 ^ ^ ^ B / CTNl 
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Course Overview 

Thursday, April 12th 
Location: 0PS2B 2B4118-
3 

Time 

0800-0900 

0900-1000 

1000-1030 

1030-1100 

1100-1130 

1130-1300 

WAWOmM Maryland 
1400-1530 

Topic 

CND Intro/Threat Brief 

Red Team Brief 

Blue Team Brief 

JCMA Brief 

Hunt Brief 

Lunch 

Briefer 
LTJG^^Z LTJG 

(S: 

CTN2 CTN2 
(5: ^ m 

• U: 

LCDR (s: ^ m 

CTRl Brown/CTR1 
(S: 

ÇT7V2 
• U: 

; 
CTN2 (S: H 

Tutelage Dn'ef Center of Excellence ions — 
GBR, NZL 
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Course Overview 

Friday, April 13 th 
Location: OPS2B 
2B4118-3 

Time 

0800-0900 

0900-1000 

1000-1100 

1100-1200 

1200-1400 

1400-1430 

Topic 

POD 

OCO 

Briefer 

CTN2Ì 

Legal Authorities \ 
¿ T ^ ^ H / M / V 

Lunch 

PKC/PKI (Asymmetric Encryption) LT\ 

Debrief/Discussion LT I 
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Class I 

•Automated 

USCYBERCOM LOO's 

CND 
CNA 
CNE 

r i 

Class II r 
r i 

Class II I 
•Interactive 

Human-enabled 

-Proximal Access 
-Physical Interdiction 
•Multi-Staged FLTCYBERCOM / C1 OF 

+ + * U.S. FLEET CYBER COMMAND/U.S. TENTH FLEET + 



DoD Global Information Grid Operations (D 

DGO operations consist of aspects of NetOps directing operation ofthe GIG I DGO operations consist of aspects of NetOps directing operation ofthe GIG 
I 

I ' 

Goal: support efforts to build, configure, secure, operate, maintain and sustain DoD, networks Goal: support efforts to build, configure, secure, operate, maintain and sustain DoD, networks 

Desired end-state: enable pillars of Information Assurance Desired end-state: enable pillars of Information Assurance 

Achieved via Proactive Network Operations (PNO) I Achieved via Proactive Network Operations (PNO) 
1 

I 1 

DISA operates the GIG, but USCYBERCQM ensures operation and availability DISA operates the GIG, but USCYBERCQM ensures operation and availability 

Pillars of Information 
Assurance 

Confidentiality 

Integrity 

Availability 

Non-Repudiation 

Authentication 

Responsible 
Organizations: 

USCYBERCQM 

r 

IAD & MTOC 
JWICS: DIA 

Navy Cyber Defense 
Operations Command 

(CTF 1020) 

navy.mi 

NAVNETWARCOM 
(CIP 1010) 

FLTCYBERCOM /C10F 
U.S. FLEET CYBER COMMAND / U.S. TENTH FLEET 



Defensive Cyberspace Operations 

Direct and synchronize actions to detect, analyze, counter and 
mitigate cyber threats and vulnerabilities 

Protect critical missions, enable freedom of action in cyberspace 

Flexible response, incorporating Title 10 and Title 50 authorities 
to defend the GIG 

Responsible Organizations: 

USCYBERCOM: 
.mil 

NCDOC: 
navy.mil 

DHS: 
•gov 

NTOC 
usesSIGINT 

HAWKEYE EINSTEIN 
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