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Sharing of Information 
ÂrcsoJ, 

1. (U) Recommendations of 9/11 and WMD 

Commissions 

2. (U) Congressional Interest - IRTPA 

3. (U) DNI - A part of 100-Day Plan 

4. (U) DoD Information Sharing Strategy 
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Information Sharing Policy 
^nsoj, 

• (U//FOUO) DCID 8/1, June 2004 - "All IC agencies will 
provide intelligence information at the earliest point at 
which customers can understand and effectively use it to 
support their mission objectives../' 

• (U//FOUO) NSA Policy 1 -9, May 2005 - implements DCID 
8/1 and Transformation 2.0: "SIGINT information originated 
by NSA/CSS shall be shared ... with U.S. Government 
customers and partners ... and with Foreign Partners... to 
the maximum extent possible, consistent with applicable 
statutes, executive orders and regulations, and consistent 
with the "need-to-know7 principle and with applicable 
authorities governing the protection of intelligence 
sources and methods." 
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SIGINT Dissemination/Sharing 
Matrix ÂnsoJ, 
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Minimized Assessed 
for Fl 

Shareable 

SIGINT Products & 
Services 

Yes Yes Yes 

SIGINT 
Communications 
Metadata* 

Yes No, but 
provided for 
Fl purposes 

Yes 

Raw SIGINT No No No 

*(C//REL) Communications metadata refers to structured "data about data": it includes all information associated 
with, but not including content, and includes any data used by a network, service, or application to facilitate routing 
or handling of a communication or to render content in the intended format; it includes, but is not limited to; dialing, 
routing, addressing, or signaling information and data in support of various network management activities (e.g. 
billing, authentication or tracking of communicants). 
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Sharing Matrix - ICREACH 
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CONFIDENTI AL//REL 

Information Sharing 

(C//REL) Ensure efficient, effective sharing of ever expanding volumes of 
IC communications metadata. The IC requires access to a much 
greater volume of data, for a larger number of analysts. 

1. Make more data accessible 
2. Wider set of IC Analysts 
3. For more comprehensive in-depth 

analysis of Communications 
Metadata for 

• Situational Awareness 
• Collection Management 
• Target Development 
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1. (U//FOUO) Make IC communications metadata accessible to the 
greater IC. 

a. Data will be updated and accessible instantly by IC Intelligence 
analysts. 

b. Data will be provided for foreign intelligence and counter-
intelligence purposes. 

c. Data sources and methods can be protected. 
d. Data will be minimized* according to each agency's standards 

(e.g. NSA's data will be minimized to NSA minimization 
standards, CIA's data to CIA minimization standards, etc.). 

* Minimize: 
(U//FOUO) specific procedures to minimize the acquisition and retention, and prohibit the dissemination, of non-

publicly available information concerning unconsenting U.S. persons consistent with the need of the U.S. to 
obtain, produce and disseminate foreign intelligence information. 
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Proposal 
ÎTSOj, 

2. (S) Handles the ever increasing volumes of communications 
metadata (est. 2-5 billion records/day) 

3. (S) Incorporates all communication types - telephony and all forms 
of digital, e.g. e-mail 

4. (U) Allows for the expansion of communications metadata fields 
and sources 

5. (U) Accommodates multimedia (voice/data/video) convergence 

6. (U) Allows for greater access by U.S. DoD military elements 

7. (U) Requires only JWICS account plus PKI 

8. (S//NF) Does not necessarily replace CrissCross/Proton 

9. (C) Allows for incorporation of foreign partner data* 
M s negotiated 
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Use of ICREACH ÂrtsOj, 

(S//REL) ICREACH is a one-stop 
shopping tool for consolidated 
communications metadata analytic 
needs. Through ICREACH, analysts 
can access most tools and all 
appropriate data sets related to both 
telephony and DNI data with a single 
login. 
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NSA Proposal Implementation: 
Use of ICREACH 

(S//REL) ICREACH is an evolving NSA toolkit (middleware) 
focused on analyzing the target in a converged telephony-DNI 
environment. The federated query searches across all data sets 

for information relating to a target identifier. 

(S//SI//REL) For example, through ICREACH an analyst could 

find all metadata comms related to a target: phone number, 

Global Mobile Satellite and cellular events and selectors, 

email address, etc. and any associated locational information. 
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