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GCHQ

Full-Spectrum Cyber Effects

Y name redacted name redacted

JTRIE Head of JTRIG SD Efiects Lead

SIGINT Development as an enabler
for GCHQ’s “Effects” mission

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ
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Effects

Destroy | Deny | Degrade | Disrupt | Deceive | Protect

Computer Network Attack (CNA)
Computer Network Information Operations (CNIO)
Disruption

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ
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Effects In ‘GCHQ\

Detfinition: having an impact in the real world
Key deliverers: JTRIG and CNE

Now major part of business — 5% of Operations
Across all target types

Continuous innovation of new tools and techniques
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CNIO

Computer Network Information Operations

Propaganda

Deception ]
Mass messaging flickr
Pushing stories

Alias development

Psychology
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Disruption / CNA

 Masquerades

» Spoofing

* Denial of service
— Phones
— Emaills

— Computers —_—
— Faxes

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ



UK TOP SECRET STRAP1

Critical
Infrastructure

Individual/Enterprise

Low Impact
EFFECTS
Country wide
High impact
WiFi DoS PSYOP Internet
(social networks Routlng
/phone/
email)
Email/SMS
Spoofing

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ
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Information Operations
INFINITE CURVATURE/MOUNTAIN SLOPE

Sending messages across the full spectrum of communications

Telephony SMS FAX Email

RADIUS Data

SALAMANCA TDIs

Data Mining

Phone Code

Prefix IP GEO = TDIs

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ
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ROYAL CONCIERGE

A SIGINT driven hotel reservation tip-off service

From: reservations@expensivehotel.com
To: new-target@mod.gov.xx l

“Thank you for reserving...... |

ROYAL CONCIERGE exploits these \
messages and sends out daily alerts to
analysts working on governmental
hard targets

What hotel are they visiting?
Is it SIGINT friendly? ;

An enabler for effects — can we influence the hotel choice? Can we cancel their visit?

We can use this as an enabler for HUMINT and Close Access Technical Operations

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ
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Information Operations: The Social Web

flickr

Deliver messages and multimedia content across Web 2.0

Crafting messaging campaigns to go ‘viral’

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ
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CNIO

Twitter TDI Development

Need SIGINT coverage across protocols,
Not necessarily consistent with target SIGDEYV priorities

_twitter_sess=BAh7DjoTcGFzc3dvemRidGIrZW4iLWFhMGI3
ZDkOOTIINTJKOWQzMzMyYTc2%250A0TkyNijMOY2ZmM2Y
SNDNjYmQ6DGNzecmZfaWQiJTZmYjRhNTkS5ZDVKMjIkMmF
h%250AN2U4ZDczOWM2ZWFmNDc5lidzaG93X2Rpc2Nvd
mVyYWJpbGl0eVImb3Jfc29s%250Ab19vbmx5MDoVaW5sib
mV3X3VzZXJfZmxvdzZAGEXRyYW5zX3Byb21wdDASCXVz%
250AZXJpBAPZMAEICmZsYXNoSUM6JOFjdGIvbkNvbnRyb )
2xsZXI60kZsY XNoOjpG%250AbGFzaEhhc2h7AAYS6CKkB 1¢2
VkewA6B2lkliVhZDRIOGM2NmMMOZjRKM2U2NGI5%250AZG =
ZmMGJIMmOGV|ZDgOMjoPY3JIYXRIZFOhdGwrCGWCJS4nA .
Q%253D%253D-- Login Server

a3894361aa489c2cd511f326358c92f2e4d39¢d8;
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CNIO

Twitter TDI Development
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0000000 004 \b { 016 - 023 p a s s w o r d t

0000020 o k e n " - a a 0 B 7 d 9 4 9 9 )
0000040 b 5 2 d 9 d 3 3 3 2 a 6 9 9 2

0000060 6 3 q c f f 3 f 9 4 3 c b d = \f

0000100 c r f i d " % 6 f b q a 5 9

0000120 9 d 5 d 2 9 d 2 a a 7 e 8 d 3

0000140 9 c 6 e a f 4 7 9 " ' S h o w

0000160 d i | s c o v e r a b h | 1 h | t

0000200 f o r s o 1 o _ o n 1 Y 0 = 025

0000220 i n n & w u s o) r f 1 o )

0000240 0 - 021 T r a n s p r o m p T 0

0000260 : \t u S & r i 004 003 331 0 001 " \n f 1

0000300 a s h I c : ' A c T h | o n c o n -

0000320 t r o 1 1 e r : : F 1 a s h : : .

0000340 F 1 a S h H a s h { \O0 006 : \n @ u Logln Server
0000360 s e d { \O : 007 i d " % a d 1 & 8

0000400 c 6 6 c q f 4 d 3 e 6 | b 9 d f

0000420 f 0 b f 8 e c d 8 4 2 = 017 c r e

0000440 a t & d a T 1 + \b e 202 % - * 001

0000460

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ






