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personnel (1) in order to enable them to determine whether the information contains 

exculpatory or impeachment information or is otherwise discoverable in legal 

proceedings or (2) to facilitate their lawful oversight functions. 

E. BR metadata shall be destroyed no later than five years (60 months) after its 

initial collection. 

F. NSA and the National Security Division of the Department of Justice 

(NSD/DoJ) shall conduct oversight of NSA's activities under this authority as outlined 

below. 

(j.) NSA' s OGC and Office of the Director of Compliance (ODOC) shall · 

ensure that personnel with access to the BR metadata receive appropriate and 

adequate training and guidance regarding the procedures and restrictions for 

collection, storage, analysis, dissemination, and retention of the BR metadata and 

the results of queries of the BR metadata. NSA' s OGC and ODOC shall further 

ensure that all NSA personnel who receive query results in any form first receive 

appropriate and adequate training and guidance regarding the procedures and 

restrictions for the handling and dissemination of such information. NSA shall 

maintain records of all such training.17 OGC shall provide NSD/DoJ with copies 

17 The nature of the training that is appropriate and adequate for a particular person will 
depend on the person's responsibilities and the circumstances of his access to the BR metadata 
or the results from any queries of the metadata. 
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of all formal briefing and/or training materials (including all revisions thereto) 

used to brief/train NSA personnel concerning this authority. 

(ii) NSA' s ODOC shall monitor the implementation and use of the 

software and other controls (including user authentication services) and the 

logging of auditablc information referenced above. 

(iii) NSA's OGC shall consult with NSD/DoJ on all significant legal 

opinions that relate to the interpretation, scope, and/or implementation of this 

authority. When operationally practicable, such consultation shall occur in 

advance; otherwise NSD shall be notified as soon as practicable. 

(iv) At least once during the authorization period, NSA' s OGC, ODOC, 

NSD/DoJ, and any other appropriate NSA representatives shall meet for the 

purpose of assessing compliance with this Court's orders. Included in this 

meeting will be a review of NSA' s monitoring and assessment to ensure that 

only approved metadata is being acquired. The results of this meeting shall be 

reduced to writing and submitted to the Court as part of any application to 

renew or reinstate the authority requested herein. 

(v) At least once during the authorization period, NSD/DoJ shall me~t 

with NSA' s Office of the Inspector General to discuss their respective oversight 

responsibilities and assess NSA's compliance with the Court's orders. 
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(vi) At least once during the authorization period, NSA's OGC and 

NSD/DoJ shall review a sample of the justifications for RAS approvals for 

selection terms used to query the BR metadata. 

(vii) Prior to implementation, all proposed automated query processes 

shall be reviewed and approved by NSA's OGC, NSD/DoJ, and the Court. 

G. Approximately every thirty days, NSA shall file with the Court a report that 

includes a discussion of NSA' s application of the RAS standard, as well as NSA' s 

implementation of the automated query process. In addition, should the United States 

seek renewal of the requested authority, NSA shall also include in its report a 

description of any significant changes proposed in the way in which the call detail 

records would be received from the Providers and any significant changes to the 

. controls NSA has in place to receive, store, process, and disseminate the BR metadata:. 

Each report shall include a statement of the number of instances since the 

preceding report in which NSA has shared, in any form, results from queries of the BR 

metadata that contain United States person information, in any form, with anyone 

outside NSA. For each such instance in which United States person information has 

been shared, the report shall include NSA' s attestation that one of the officials 

authorized to approve such disseminations determined, prior to dissemination, that the 

information was related to counterterrorism information and necessary to understand 
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counterterrorism information or to assess its importance. 

This authorization regarding 

expires on the l'r" day 

of July, 2013, at 5:00p.m., Eastern Time. 

04-25-2013 P02=26 
Signed Eastern Time 

Date Time 

nited States Foreign 
Intelligence Surveillance Court 
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